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ITamaTka AJ191 KJIHEHTOB

O mepax no odecneyeHnr0 HHGOPMAIUOHHOI 0€30IIACHOCTH

YBaikaemble KiineHnrtnl!

Brinaua 3aliMOB 3aeMIIKMKY TPOU3BOAUTCS IMyTeM O€3HATIMYHOTO IEPEUNCIICHHS ICHEKHBIX CPECTB
Ha pacYeTHBIA CUET 3aeMINUKa, YKa3aHHOTO B gorosope 3aiima. OO0 MKK «3tumomn» uHOpMUpyeET
CBOMX KJIMEHTOB O TOM, YTO HE HMMEET COOCTBEHHBIX IUIATESKHBIX CHCTEM, Yepe3 KOTOPbIE BO3MOXKHO
MIPOM3BOANTD MOTAIIEHUE 3310JKEHHOCTH 110 3aiiMy.

MHorue U3 3aeMIIUKOB UCIOJIB3YIOT OHJIAH-A0CTYN K CBOMM OaHKOBCKUM cueraMm (MHTepHer -
OaHKUHT) W MOTYT OBITb MOJBEPrHYTH YIpo3e HECAaHKIMOHMPOBAHHOTO JOCTyNa K 3allMIIaeMOn
WHPOPMAIUH C 1IeTbI0 OCYLIECTBICHUS! (DMHAHCOBBIX ONEpalMi JULAMH, HE 00JaJarollMMH IIPaBOM HX
OCYIIIECTBJICHHUS.

Pexomenganum no odecneyeHu0 HHPOPMANMOHHOM 0€30MaCHOCTH:

1. He coo0maiiTe mocTOpOHHUM JIMIIaM MEPCOHANBHBIC JaHHBIC WM WHPOPMALUIO O OAaHKOBCKOM
KapTe Wi OaHKOBCKOM CUeTe, JIOTMHBI M TMAapoJid JOCTyNa K CHUCTeME AMCTAaHLIMOHHOTO OaHKOBCKOTO
00CITy>KUBaHUs, MCTOPUIO OIEpaluii MO cyeTaM, TaK KaK 3TH JaHHbIE MOTYT OBITh IepeXBauyeHBI
3JI0YMBIIIUIEHHUKaMH M UCIIOJIb30BaHBI JJIs OMYUYEHHs JocTyna K Bamum cuetam.

2. He 3anuceIBaiiTe mapoiu Tam, Irie JOCTYI K HUM MOTYT MOJIY4YHUTh TPETHH JINLA.

3. He ucnonp3yiiTe QpyHKIMIO 3aTOMUHAHUS JIOTHHA U 11apoJisi B Opay3epax.

4. He ucnonp3yiTe OQUMHAKOBBIE JIOTUH U MAPOJIb I JOCTYTA K PA3INYHBIM CHUCTEMAaM.

5. Pexomenpyercs m3berate pabOThl B MHTEPHET-0AHKE C «HEIOBEPEHHBIX» KOMIIBIOTEPOB (B
Wnteprer-kade unu apyrue oOMIeOCTYIHbIE KOMIBIOTEPHI, a TAKXKE «UYXKHE» KOMIBIOTEPHI, BPEMEHHO
UCTIONb3yeMble BaMu U T.N.). KpaiiHe HekenaTenbHO MCHOJb30BaHHE Il paboThl B MHTEpHET-OaHKe
MyOIMYHBIX OECTIPOBOIHBIX ceTel (Hanmpumep, OecriatHeld Wi-Fi u 1.11.).

6. CoBepiuaiiTe onepauy TOJIBKO CO CBOETO JMYHOTO CPECTBA OCTYIA B CETh MHTEPHET B LENAX
COXpaHeHUs KOH(HUIESHIIMATbHOCTH MEPCOHATBHBIX TaHHBIX U (MIH) HHPOpMAK 0 OAHKOBCKOM CUETe.

7. Bcerna 3aBepiuaiite ceanc pabOTBI C CUCTEMOH, UCHONB3YS IMYHKT MEHIO «BrIxom.

8. B cmyuae ecnu oneparus COBEpIIAETCs C HCIOIb30BaHUEM UYyKOT0 KOMIIBIOTEpA, HE COXpaHSITe
Ha HEM TepCOHANbHBIC JaHHBIE U APYTYI0 HHPOPMAIHIO, a OCIE 3aBEPILICHHUS BCEX ONepanuii yoeauTecs,
YTO MEepCOHAILHBIE JTaHHBIE W Jpyras nHpopMauus He coxpaHwiuch. [locie Bo3BpamieHHS K CBOEMY
JUYHOMY CPEACTBY JOCTYIIA B CETh HHTEPHET 0053aTEIIbHO CMEHUTE NapoJib.

9. Ecnu Bel mosyumiii Ha 3JIEKTPOHHYIO MOYTY MUCBMO € MPOCH0OH OOHOBHUTH MM TTOATBEPIUTD
MEPCOHANBHYIO U JIIOOYIO APYTyI0 KOHQUACHINATILHYIO HHPOPMAIHIO CO CCBIIKON Ha KaKoi-1100 BeO-callT
(B TOM umcne - BeO-caiiT banka), momHuTe, uTO baHKM HUKOTa HE MPOCUT KIMEHTOB IepelaTh JaHHBIE M0
3IIEKTPOHHOM MoyuTe (10 He3aIlIMIIEeHHBIM KaHajlaM CBSI3H).

10. He oTkpbIBaiiTe NpHUIOKEHHS K MHMCbMaM OT HE3HAKOMBIX OTIpPaBUTENEH, TaK KaK OHU MOTYT
coiep>KaTh BPeJOHOCHOE MTPOrpaMMHOE 00ecieyeHre, CIOCOOHOE BBI3BATh HECAHKLIIMOHUPOBAHHBIN TOCTYII
K JaHHBIM, OJIOKUPOBKY JaHHBIX U T.J.

11. Ilpu peructpanuy Ha HHTEPHET-CaliTax BCEria U3MEHANTE Mapoin, KOTOpble NpUxoasaT Bam o
3NEeKTpOHHOM noure. [lomHUTE, 4TO baHk HUKOIr/AAa HE HAIIpaBIIAET MAPOJIHU 1O JIEKTPOHHON IOYTE.

12. Bo u30exkaHWe packpbITHA Mapojicil BXoJa B CHUCTEMBl TPETHUM JIUIAM, PEKOMEHAyeM
M3MEHATH NapoJIv OJUH pa3 B TPU MecAla.

13. Ilpu cocTaBieHUH MapoJisi HCIONB3YyWTE MPONKMCHBIE M CTPOYHBIE OYKBBI, LHUQPHI, a TAKXKe
pa3NnYHbIe CrieNUabHble CUMBOIBI, HampuMmep: !/{}[]<> @. He ucnons3yiiTe B KauecTBe Mapoisl UMEHa,
naMsITHBIC IaThl, HOMEpa TeaeQoHOB. PekoMeHyeM coCTaBIsITh Iapoib He MeHee 12 CHMBOJIOB.

14. Ilpu ucnons3oBanuu DIl He MO3BONANTE TPETHUM JUIAM MPOU3BOAUTH 3a Bac reneparuto
KITFOYEH.

15. Ilpu ucnons3oBanuu D11 nmoaxitouaiiTe KIOYEBOW HOCUTEND K KOMITBIOTEPY TOJIBKO HA BPEMS
MOJMUCH TOKYMEHTOB, HU B KOEM CIIy4ae HE XpaHHUTE KIIFOUX Ha KECTKOM JUCKE KOMITBIOTEpa.

16. Hcnonp3yiiTe TUIEH3MPOBAHHOE IPOrpaMMHOE oOecrieueHHe.

17. PerynspHo npoBOAMTE MPOBEPKY HAa HATMYME HOBBIX BEPCHUIl IPOTPaMMHOI0 00eCIIeUeHHsL.

18. He 3amyckaiiTe Ha CBOEM KOMIIBIOTEPE MPOTPAMMBI, MOJIYYEHHBIE U3 HE3aCITYKUBAIOIINX
JOBEpHS] HICTOUHUKOB.
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19. PexomeHyeM TIOCTOSHHOE WCIOJIb30BAaHME CUCTEMBI aHTHBHPYCHOIO IPOTrPaMMHOIO
obecrieueHUs] Ha BamieM KommbloTepe. HeoOXoauMo WCIonb30BaTh JIMICH3UOHHBIE TPOrpaMMHBIC
MPOAYKTHl IOCIEAHUX BEPCUU M TMOCTOSHHO OOHOBJSTH AHTUBUPYCHBIE 0a3bl AaHHBIX MPOrPAMMHBIX
npoaykToB. OOHOBJIEHHE aHTHBUPYCHBIX 0a3 PEKOMEHIYeTCsl MPOBOJIUTH B aBTOMATUYECKOM PEKUME IO
Mepe HX BBIIYCKa OpraHn3aluei-pa3zpadoTInKoM.

20. He xpanurte He3amm@poBaHHbIC JTUYHBIC JAaHHBIE HA JKECTKOM IHMCKE, TaK KaK 3TH JaHHbIC
MOTYT OBITh IIOXUIIECHBI 3IOYMBIIICHHUKaMH U UCTIONB30BaHbI 15 OJTyYeHHs AOCTyNa K Bammm cueram.

21. Ilepen BBOOOM CBOEro JIOTMHAa M Mapoiisi yOEAMTECh, YTO BBl YCTAaHOBMJIHM COEAWHEHHE C
JeranbHbIM  BeO-caiitoM. IlpoBeppTe mpaBUIBHOCTH ajapeca Beb-caiiTa, Hamuyue CcepTHQHKATA
Oe3onacHocTH, U HH(pOpPMaLUIO 0 Bamem nocienHeM JOCTYIE B CHCTEMY.

22. B cnyuae oOHapykeHHS HECAaHKIIMOHUPOBAHHBIX JEHCTBUH CO CPEACTBAMH, HAXOISIINMHUCS
Ha Bammx cuerax, HeoOXOAMMO TMOAATH 3asBJICHHE HA BPEMEHHOE OTKIIOYEHHE OT CHUCTEMBI, MOJATh
3asBJICHUE O MPECTYIJICHUH B MPaBOOXPAaHUTEIBHBIE OPraHbl U MPEeKPaTUTh MCIONb30BaHUE (00ECTOUHTH)
MEPCOHANBHBIA KOMITBIOTEp B LENAX COXpaHEHHWA JoKazaTenbHOM Oasel. Ecim Bbel momb3yerech
AQHAJIOTMYHBIMM CHUCTEMaMH JpYyrux OaHKOB - 3a0JOKupyiTe HX OO0 BBICHEHHS OOCTOSTEIHLCTB
MIPOUCIIECTBUA. DTH YUETHBIE 3aIIUCH TAKKE MOTYT OKa3aThCs CKOMIIPOMETHPOBAHHBIMH.

Eme pa3 nanomunaem, utro OO0 MKK «9TuMO//1» He MMeeT COOCTBEHHBIX ILIATEKHBIX
CHUCTeM, NPHU o1iaTe yepe3 JInuHbli kKa0uHeT, 3aeMINMKY NPeJOCTABJSIETCS BO3MOKHOCTD OILJIATHI B
agpec OOO MKK "3Jtumosn" 4epe3 Hamero naptaepa bank CHI'B, ¢ ncnonszoBannem CepBuca
«Best2Pay». [lonpo6Ho c [IpaBunamu HalIMX MapTHEPOB MO MPHEMY IJIaTeKel MOKHO O3HAKOMHUTHCS Ha
caiitre https://www.snszb.ru , https://www.best2pav.net MO3BOJSHIINX OCYIIECTBJIATH MOTralieHHe
32iiMOB MO3BOJISIIOIINX OCYIECTBJISATH MOramieHue 3aiiMoB.

Corpyaankn OO0 MKK «3THMOD)» HHKOIAA He 3alpallMBalOT MAapoJM OT JHYHOIO
Kka0uHeTa B Balll OHJIAHH-0AHK.

C undopmauueii 0 mMepax no nPeoomepauieHu) HeCaHKUUOHUPOSAHHOZ0 0OCMYRA K
3auwuuiaemoil ungopmayuu, ¢ mom uucie npu ympame (nomepe, Xuu{eHuu) KiueHmom
ycmpoiicmea, ¢ UCHONb306AHUEM KOMOPO2O UM COBEPULATIUCL O€liICMEUA 8 Uenax
ocywiecmenenua (QUHAHCOBOII Onepayuu, KOHMPOII KOHpuzypayuu ycmpoiicmea, ¢
UCNOIb308AHUEM KOMOPO20 KIUEHNOM COBEPUIAIOMCA OClICMGUA 6 UeNAX OCYU,eCmeneHUs
dunancosoi onepayuu, u c60e8peMEeHHOMY OOHAPYIHCEHUIO 6030€UICHEUA 8PEOOHOCHO20 K0OA
03HAaKOMBTECH Ha caiiTe OHIalH-OaHKa B KOTOPOM MPOU3BOAUTC ACHCKHBIC OIICPALIU.
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